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Uncertain and volatile 
environment



Global Megatrends

Opportunistic 
geopolitics

Global portfolio of crises, 
deglobalization, national centrism, 
evolving China issues, strengthening of 
the EU, election outcomes, 
destabilization of the Middle East, 
stability assumptions in outsourcing, 
nearshoring and offshoring deals, 
technological war, regional alliances, 
cultural diplomacy
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Contagious 
ecosystem

Expanding threat surface, contagion 
through weakest links, concentrated 
digital service providers, embedded 
finance, open banking, trust x 
innovation, consumer centricity and 
experience, service provider walled 
garden

02
Digital

reckoning

Artificial intelligence (AI) quest for use 
cases, cyber risk, resilience regulation, 
modernization of payment systems, 
increased automation, AI 
democratization and empathy demand, 
digitalization of fiat currencies, CBDC, 
technological debt, quantum 
computing, Information and trust war

03
De-

westernization

Percentage of population with Western 
mindset shrinking, cross-cultural 
collaboration, Gen Z and aging 
population, consumer preference, new 
approach to working, re-skilling instead 
of unemployment

04

Parallel
world of NBFIs

Strong growth in lending and AUM 
(assets under management) products 
and services, rising competition, 
regulating only indirectly, strong 
contagion potential to the regulated 
financial system

05
Regulatory

agenda

Fragmentation, nationalization, 
different regulatory regimes, barrier to 
entry, consumer protection — equality 
of outcome, value for money products, 
enhanced resilience, increased indirect 
regulation

06
Instantization

Speed of information flows and 
payments, digital bank runs, 
expectation of real-time service delivery 
and compliance, technological 
development, when fast is too fast?

07
Beyond ESG

Standards have significantly evolved but 
are still divergent, climate risk 
increasingly materializing, transition 
financing, global coordination 
improving, expectations on positive 
contribution, growing populations, 
immigration, energy accessibility, 
greenwashing

08

P E L E S T

P S LE S L E T

P E T P E S

P S E



FS Technology Radar 

Tech 
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Security Enhancement

Extended reality

Internet of Things

NLP

Cognitive  
AI

Geospatial Data 
analytics

Data    warehousing

Data Mesh

Machine learning

Generative AI

Implementation benefits: Low  Medium High

Data 
lakes

Data Compression

Quantum Computing

Fuzzy                logic

Big data analytics

RPA

Behavioral Analytics

Predictive analytics

Cloud       computing

Containerization

Hybrid             
multi cloud

Disaster recovery      
as a service

Serverless 
computing

Edge 
computing

Automated cloud 
orchestration

Advanced biometrics

Facial 
recognition 
technology

Advanced encryption

Deepfake defense

Voice recognition

Image processing

Digital           identity

SuperApps

Open finance and 
APIs

BaaS/IaaS/
WaaS

Low code/ No 
code tools

Metaverse

Virtual reality

Augmented                     
reality    

Spatial 
computing

Ambient                    
computing

Wearable/
sensor tech

NFC/
RFID tech

Beacons                          
tech

DeFi

Smart contracts 
and collaterals

Digital currencies

Non-fungible tokens

Maturity levels- Now: Technologies that are currently accessible and being adopted  by FS firms; Next: Technologies that are expected to be adopted on a large scale by FS firms within the next 1-2 years; Beyond: Technologies that are anticipated to 
gain traction and become influential in the long term (beyond 2 years);  Implementation benefits: High: Technologies that, upon full implementation, can deliver substantial value to FS firms.; Medium: Technologies that are likely to offer a moderate 
level of value to FS firms once fully implemented; Low: Technologies that may provide relatively minimal benefits to FS firms upon implementation.

Methodology: 1- Compiled a comprehensive technology list for the FS sector from various sources, 2- Created a framework to assess technology maturity and benefits, 3- Analyzed secondary data for framework parameters and 4 - Plotted technologies 
on the radar according to analysis 

 

Tech 
Radar



Emerging Priorities: What is on FS Stakeholders’ Minds

1 IBM 2025 Global Outlook for Banking and Financial Markets
2 NVIDIA State of AI in Financial Services: 2025 Trends
3 Evident AI Index Key Findings Report, October 2024

Focus on standing up a robust enterprise-wide technology 
infrastructure both on preferred cloud providers as well as on-
prem to accommodate for scalability, vendor and home-grown 
tool mix, appropriate controls, data sensitivity. 

Only 8% of banks are developing Gen AI with an enterprise-wide 
approach by implementing use cases across different parts of the 
business.1 

Governance and risk management continue to be a recurring 
theme amid evolving regulations. Strong push and prioritization 
from the top, tied to responsible innovation.

The percentage of companies launching pilot systems for AI/ML 
governance frameworks rose from 21 percent to 36 percent. 2

Value generated through AI enablement is a key topic - ROI 
related questions are becoming more prominent. Major focus on 
impact estimation though current state v/s enhanced state 
differentiation on top line or bottom line.

Only 6 out of the 26 banks who disclosed use case outcomes to 
Evident AI reported financial outcomes from their AI use cases; of 
those six, only two shared an estimated total realized number. 3

Investments in Common Tech Ecosystem 

AI Governance and Transparency

ROI and Impact Quantification

https://www.ibm.com/downloads/documents/us-en/115dcc7faf363f21?utm_medium=email&_hsenc=p2ANqtz-8f6lyVHyWJRAxPYEWISaIWEnEgNpxK53Tu07HxdLusors5xsxGMHSftP90SIWA0yOMc7ux_KDgguoOMEKlnTKcbyHor6ijcJT6wxmpF5zY9aiWmFA&_hsmi=2&utm_content=2&utm_source=hs_email
https://www.nvidia.com/en-us/industries/finance/ai-financial-services-report-thank-you.html?form-submit-token=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJ1c2VyLWVtYWlsIjoicm9yeS5nYWhhZ2FuQGV5LmNvbSIsImZvcm0tcGF0aCI6Ii9jb250ZW50L2Zvcm1zL2FmL252aWRpYS1mb3Jtcy9zdGFuZC1hbG9uZSIsInZvbHRyb24tc3VibWlzc2lvbi1jb2RlIjoiTVRjME1UZzVPREl3TURrMU13PT0iLCJpc3MiOiJudmlkaWEtYXV0aCIsInN1Ym1pc3Npb24tdGltZSI6IlRodSBNYXIgMTMgMTY6MzY6NDAgRURUIDIwMjUiLCJleHAiOjE3NDE4OTk0MDAsImtleSI6Ik1uZEVxTXBLemd4QXhrR2dmdnFwVWRHaUFGQ2dOZSIsImZvcm0tbmFtZSI6ImFpLWZzaS1zdXJ2ZXktbmV3LWZvcm0tZm9yLTIwMjMiLCJzZXNzaW9uLWlkIjoibkRBcjBBcDNxNzJ0OGFfaHR5Mm1YeHl5dko2MjA2In0.FrCOshdltsyguHBYOLchmE22eO4WB7F7mt4TqRuf4cI
https://evidentinsights.com/ai-index/


Most important evolving priorities over the next three years

Overall G-SIB* Non-G-SIB * Global Systemically Important Bank

Availability and integrity of data 55% 64% 54% IT obsolescence/legacy systems 35% 36% 37%

Cybersecurity threat landscape 87% 82% 88% Ongoing changes to global supply chain 2% 0% 2%

Domestic political unrest 5% 9% 4% Pace and breadth of change from digitization 31% 9% 33%

ESG 36% 27% 37% Pace and breadth of organizational change 15% 18% 15%

Geopolitical conditions 45% 91% 42% Privacy and data localization restrictions 6% 0% 7%

Global regulatory fragmentation 17% 36% 16% Risks associated with use of ML/AI 49% 55% 50%

Impacts of deglobalization 10% 0% 11% Scale of change across the organization 25% 27% 25%

Industry disruption due to new entrants 8% 0% 9% Other 5% 0% 5%

Industry disruption due to new technologies    25% 0% 27%



CROs say their top priorities for enhancing operational 
resilience for the next three years involve cyber, data, 
and technology risk

9

What level of priority would you assign to each of the following areas of operational resilience for 
enhancements over the next three years?

1 – Low priority 2

3

4

5 – High priority

Third Party

Critical business service 
framework/business continuity

Crisis and incident management

Governance and oversight

Testing

Workforce

Cyber 1% 4% 30% 65%

Data 1% 15% 35% 49%

Technology/Disaster Recovery 1% 6% 8% 40% 45%

2% 19% 35% 45%

6% 14% 38% 43%

5% 24% 40% 31%

2% 9% 22% 40% 28%

Measurement and monitoring 10% 29% 41% 19%

1% 6% 40% 39% 14%

4% 13% 43% 34% 7%



Curent state
of digital finance



What are we experiencing now and what obstacles must we overcome to secure the 
future?

Existing digital finance solutions

Mobile Payment Apps

Mobile payment apps have revolutionized how people make transactions, 
providing a fast and secure way to pay for goods and services.

Online Banking

Online banking allows users to manage their finances remotely, making 
transactions and account management more convenient and accessible.

Digital Wallets

Digital wallets enable users to store payment information securely and make 
transactions quickly, enhancing shopping experiences worldwide.

Challenges in traditional fiancial systems

Adoption
trends & statistics 

Increase in Digital Finance Adoption

Recent statistics show a significant rise in the 
adoption of digital finance solutions among 

users worldwide.

Impact on Stakeholders

The rise in digital finance adoption significantly 
impacts stakeholders, influencing market 
strategies and operational approaches.

Anticipating Future Developments

Understanding current trends enables 
stakeholders to anticipate future developments 

in digital finance and adjust their strategies 
accordingly.

Inefficiency in operations

Traditional financial systems often operate with inefficiencies, leading to delays in 
transactions and services.

High transaction costs

High fees associated with traditional financial transactions create barriers for consumers 
and businesses alike.

Limited accessibility

Many individuals face difficulties accessing traditional financial services, particularly in rural 
or underserved areas.

Scalability

Lack of scalability restricts innovation and growth opportunities, hindering the adoption of 
new technologies and reducing competitiveness.



Defining future – ready 
financial infrastructure



We are already experiencing the disruptive technologies, while regulatory landscape is 
volatile

Seamless integration

User experience enhancement

Rise of NBFIs
(neobanks, fintechs and Big Tech)

Importance of security measures

Streamlined services

Data confidentiality

Importance of interoperability

Growing digital finance REGULATORY LANDSCAPE

REGULATORY LANDSCAPE



Core Vendor Landscape Snapshot

The pandemic was the tectonic shift toward purely digital interactions, creating challenges for incumbents with legacy cores. The vendor landscape is still 
fractured, with increasing activity around gen 3 vendors
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Gen 2 Gen 2.5 Gen 3

Many legacy 
installations at 

community banks 
and credit unions. 

On many US short lists, but limited penetration. 
Solid ‘bank in box’ with extensive capabilities 

and strong global presence

Significant global 
presence; some 

‘core’ traction in US 
plus traction 

w/Avoka & Kony 
acquisitions

Significant US 
presence with many 
challenging installs in 

process

UK based; limited US traction, but both are 
working on US entry

Originally, LATAM 
based; acquired by 
SoFi and integrated 

into Galileo

Gaining traction in US 
and globally; requires 

commitment to in-
house engineering 
and development

Gaining US traction 
with install base 

ramp up accelerating

Many Community 
Banks



Disruptive technologies 
of the future



The AI landscape is evolving rapidly, presenting many opportunities to banks
Deciding where to invest to maximize value remains challenging

1Source: EMEIA FSO AI 
Survey (December 2024)

2Source: Evident 
AI Banking Index 

Implications:
The AI Landscape is developing rapidly and continues to offer many potential sources of value to banks but it is important to cut through the 
noise and identify where and how it can offer the greatest uplift to your business

AI technologies and their impact on banking transformation 
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Multi-Cloud 
Platforms
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Generative AI 
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Mapping
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▪ A wealth of AI powered platforms, 
tools and capabilities are 
presenting fresh opportunities to 
transform the banking industry.

▪ Bank investments in AI are 
growing significantly. However 
deciding where to invest to 
maximize value remains a 
challenge, with various 
approaches emerging.

▪ To leverage the fast-paced AI 
developments, banks should focus 
on:

▪ A cohesive AI strategy

▪ Disciplined use case 
identification and prioritization

▪ Building an ecosystem of tools 
and talent

▪ Empowering teams with the 
right AI resources

▪ Securing business support to 
maximize value.

72% of leaders plan 
to include annual 
investment in GenAI 
[in 2025]1

The Top 10 banks 
are adopting AI at 
twice the rate of 
the next 402



Benefits of AI Enablement Go Beyond Productivity & Cost Savings

Client: Large Consumer Bank

90%
reduction in call volume for 2nd 
review by consistently flagging 
complaints with “likelihood of 

complaint” and level of risk 
thereby streamlining review / 

reporting

QualityB

Client: Large Wealth Manager

2.5-11x
improvement in capture rate for 

prioritized business insights 
compared to manual FA 

reporting (actionable follow 
ups, client behaviors, client and 

household profile, etc.)

Business InsightsC

Client: Global Consumer Card Provider

10x
increase in capture rate of sales 

practice through AI enabled 
targeted sampling compared to 
original keyword and business 

rule-based approach

RiskD

Client: Regional Savings Bank

40%
observed improvement in loan 
processing times through the 

generative AI-enhanced process 
flow over C&I and CRE loans

ProductivityA



What does cybersecurity’s involvement in enterprise value creation look like?

55%

54%

48%

45%

36%

35%

12%

Technology adoption and
innovation

Strengthening external brand
trust or reputation

Enhanced customer
experience

Business innovation or
transformations

New product or service
innovation

Expanding to new markets

None of the above

Cybersecurity’s involvement across the 
organization

Secure Creators are adding value to key strategic 
initiatives 

Secure Creators are more likely to:

▪ Assist the business in AI implementation (48% vs. 31% of Prone 
Enterprises)

▪ Enhance brand perception, with 72% positively impacting external 
stakeholder views (vs. 56%)

▪ Improve customer experience (53% vs. 42%) 

▪ Positively impact pace of transformation and innovation (81% vs. 
63%)



Disruption on the horizon: how non-bank financial institutions are leveraging regulatory 
advantages to challenge traditional institutions

… best in class Customer & User Experience

… regulatory arbitrage – liberal regulatory environment based largely
on the self-assessment

… innovative culture – more ease of embracing new technologies

… compete with traditional institutions with better services, ecosystems
and lower cost for customers

… better suited to harvest open & embbeded finance opportunities

… focused on delivering true value added for customers 



The future is now



Conclusion

Digital 
transformation

in finance 

The future of finance 
is digital, requiring 
adaptation to new 
technologies and 

methods for 
transactions and 

services.

Innovative 
technology 
adoption

Embracing innovative 
technologies is 

essential for creating 
an efficient and 

effective financial 
ecosystem.

Infrastructure 
development

Robust infrastructure 
is necessary for 

supporting digital 
finance, ensuring 

security and reliability 
in transactions.

Regulatory 
considerations

Understanding 
regulatory impacts is 
crucial in shaping a 

compliant and future-
ready financial 

landscape.



EY refers to the global organization, and may refer to one or more, of the 
member firms of Ernst & Young Global Limited, each of which is a separate legal 
entity. Ernst & Young Global Limited, a UK company limited by guarantee, does 
not provide services to clients. Information about how EY collects and uses 
personal data and a description of the rights individuals have under data 
protection legislation are available via ey.com/privacy. EY member firms do not 
practice law where prohibited by local laws. For more information about our 
organization, please visit ey.com.

© 2025 EYGM Limited.
All Rights Reserved.

This material has been prepared for general informational purposes only and is 
not intended to be relied upon as accounting, tax, or other professional advice. 
Please refer to your advisors for specific advice.

ey.com

EY  |  Building a better working world

EY is building a better working world by creating new 
value for clients, people, society and the planet, while 
building trust in capital markets.

Enabled by data, AI and advanced technology, 
EY teams help clients shape the future with confidence 
and develop answers for the most pressing issues of today 
and tomorrow. 

EY teams work across a full spectrum of 
services in assurance, consulting, tax, strategy and 
transactions. Fueled by sector insights, 
a globally connected, multi-disciplinary network and 
diverse ecosystem partners, EY teams can provide 
services in more than 150 countries 
and territories.

All in to shape the future with confidence. 

Boilerplate
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Thank You!
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